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Privacy in the Clouds

for Canadians

By Alec Camplbell

The emergence of cloud computing,
in which dota is stored remotely on
network servers and opplcations are
delivered from the network as well
raises new ksues for the management
of prvacy rsk. Becouse neither dota
nor applications are stored locally,
direct user control over privacy and
dota securty & rmuch reduced. This
shifts the focus of risk management
from the local computing
environment fo  the environment
managed by the application service
provider.

This hos odvoantoges oand
disodvantages. On  one
hand, the wer 5 largely
spored the necessity of
developing and maintaining
Ervacy and seCuRty

provider oy harve different

standards than the user does.

The business penefit of cloud
computing con be consideroble
[and they wil increase over fime as
cloud compufing services improve,
especially on the application front)
but 3o can the privacy and security

et

e
measures for his or her applcations
and dota. [Some loccal responsikilities
remain, such as local access control)
On the other hand, the user & left ot
the mercy of the service provider for
most such measures and the service

risks. The frick is to find an acceptable
bolance between the benefifs and
risks.

Just @s clowd computing B emerging
as @ viakle altemative fo locally
installed applicotfions and data, new
reguirements are emerging related to
the protection of third-party prvacy,
especialy by private secthor
organizations. In the United States,
breach notification lorws are
bpecoming fthe norm. In Conada, the
first breach nofification  legisloficn
came into effect on May 1,
when Alperta's amendments
to its Personal Information
Protection Act came into
effect. Among those
amendments are
reguirements for the reporfing
of pavacy breaches to the
Information and Privacy
Commissicner when they involve a
significant rsk of harmn fo ndividuals.
The Commissioner may then order
that nefification be provided to
affected individuak. Also included in
the amendments ore provisons for
nofification of individuals when their
personal information may be stored
oufside Canada. This s a significant

issue  for orgonzofions that  are
considerng the wse of cloud
computing.
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it iz recsonable to expect that other
Canadian juisdictions will mplement
sirnilar reguirements over fime. Even if
they don't, good privacy practice wil
demand that the wers of cloud
computing take measures to address
the unigue privacy issues creoted oy
remoie dota storage aond application
delivery.

While we don't have room in this brief
arficle to discuss all the implicaficns of
clovd compufing in detail, here are
some of the factors to consider:

= Confrocts
Cloud computing SErvice
providers usually hove standard
service agreements, which they

do  not ke to customize.
Canodian organizations
considenng cloud computing

need fo carefully review the
service agreements to ensure thot
they include privacy and security

Erowvisions adeguate far
complionce with whatewver
Canodian Erivacy legislation

apples. In some cases, hard
negotiafions may ke reguired to
amive at a contract thot
adeguately mitigates the privacy
rizks for Caonodian users. This &
especially the case if data andfor
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applicaficn  servers are locaolted
outtide Conada. The largest clowd
compufing service providers foday
are located in the United States,
althocugh some may have servers in
Caonoda as well

Cloud computing sErvice
ogreemenits miust provide
odeguate securty for, and ooccess
to, personal informaotion to sofisfy
Caonadiaon prvacy legidation. From
the limited non-scientific sample of
ervice agreements I have
reviewed, it appeors fthat few
Amercan service providers could
meet this standard.

Canadian clovd computing service
providers are emenging to
specifically oddress the needs of
Canadian crganizafions, especially
for Canadion daota storoge. Thess
service providers will guorantees
Conodian dofa storage locafions
for such services os remote backup,
hosted Microsoft Exchange
services, hosted data storage, and
opphcaficon hesting. When they are
availakle, the use of Conodian
clovd computing service providers
by Conodion orgonizolions is
advisalkle.

Mofice

If there B any possiclity fhat
perscnal information wil be stored
outside Conada, affected
individuak should be provided with
notfice of that fact, whether or not
such nefice is reguired in low. There
is sufficient concermn about such
immues as the USA PATRIOT ACT in
Canada that any crganization that
stores perscnal information culside
Conoda without nofifying affected
individuak runs a significant nsk of

privacy complaints.

Audit Copalbility

Cne of the pofenfial problems
associated with cloud computing i
fhe akility to audit the service

provider's facilities in the event that
it i necessary for the investigotion
of a privacy breach. This is ancther
area in which the negofiation of
contract provisions  with  non-
Canadian service providers maoy
pecome difficult. Even Conadian
service providers may be reficent
to grant access to ther facilities for
investigafion purpcses, but ot least
they wil be subject to the
investigafive powers of the privacy
Comrmizsicner for the prisdiction in
which fheir servers are located. The
akility fo access service provider
facilifies for investigation and owdit
purposes remains a significant issue
for the use of clowd compufing by
crganizaficns ity significant
privacy responsibilifies.

Encwing the Physical Location of
Your Data

One of the characteristics of cloud
computing s that data may be
spread over  multiple  physical
lzcations, bosed on load balancing
algorithms and other factors. At
one point, | considered the use of a
paorficular remote bockup service,
unfil 1 found out thot the data
could be disfributed over any one
of 23 servers located in half a
dozen different couniries. Ewven

Confinued on page 4
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though the data would be encrypied, this coused me
some concem. For example, how was | fo nofify any
individuals that might be affected where their personal
informaotion  wos  bocked uwp? Becouse of load
balancing measures, the service provider moved ifs
dota arcund regulardy. 1 owos almost impossicle o
determine where all bockup data were locaoted at any
one fime. Cerfainly, such information was not roufinely
availaile from the service provider.

I later learmed that this example was an extrermne one,
but cloud computing service providers deal with lorge
volumes of data and need to actively manage the
location of that dota to maintain the efficiency of their
data storage. Large clouwd computing service providers
may uliize multiple servers in multiple physical
locations, and it won't always be posible to readily
ascertain the physical locafion of any paricular data.

=  Encryption

In my ocpinion, whenever one entrusts a third-party
arganization with the storage of personal information
[or any other sensitive information), it is preferable that
wwch informafion be encrypted. Therefore, | lock for
encrypted data sforoge in any third-party orgonization
that will lbe storing sensifive information on my behalf.
Any good remote bockup service provider will offer
encrypted dota storage, althcugh many of them
retain secondary encryption keys to give them access
to daota in the event that = required for low
enforcement purposes or custormer support. | prefer to
reftain complete confrol over access fo encrypied
backup dota, by holding all encryption keys, but others
may be wiling fto allow the service provider to have
Emited access for emergency recovery purposes.

Service providers who foocus on  cloud-bosed
applicafions, as opposed fo data bockup, offen do
not offer encrypled dofa stcrage, although | expect
this to chonge over time. Unfil it does, the lock of
encrypted data storoge for remofely  hosted
applications may ke rsky for Canadian organizations,
especially ¥ they are dealing with non-Canadian
IEMVICE providers.

‘PRIVACY

=  Intematicnal Privacy Legidafion

If you are deadoling with a non-Conodion service
provider, 1t i imporfant fo know whot  privacy
legislation govems them. In the Unifed States, as we all
know, there s no blonket federal privacy legislafion,
although companies are bound by FTIC foir frade
provisions fo honor any privacy or securty promises
fthey make in their service agreements or prvacy
notices. Slectorspecific US privacy legislafion & unikely
to cover a clowd computing service provider, unless it
offers services to healhcare crgonzofions that are
subject to HIPPA.

Other countries, of cowrse, hove a varety of legislafed
privacy and security reguirements. Buropean Union
privacy regulations are shict but differ in important
detail: from Canodian legislation. Legisation in Mew
Tealand, Australio, and Hong Kong beors resemblance
to Conodian legelation in moany respects, but differs in
others. Bsewhere the privacy londscape vanies widely,
put rarely meets the standoard mposed by Conodian
legislaticon.

Differences in privacy regulafion and reloted security
reguirements are one more reoson to loock fist for
Conadian clovd compufing service providers. To me,
it's ahways preferable to deal with a service provider
who is subject to legislation that is the same as, or very
similar to, the |egislation with which your ooam
organization must comply.

These are just some of the considerofions thot an
crgaonization should keep in mind when loccking ot the
benefits and risks of cloud compufing. As nofed at the
outset, clovd compufing con offer considerakle business
benefits. F you con adequately mifigote the privacy and
security risks aszociated with such services, they may be of
considerable value. If not they can be problematic, to say
the least.

SECURITY

Alec Compbel & the president of Excela Associafes Inc., which provides
privacy consulfing serdices ocross Caonoda from ik boss in Edmonfon,
Alberta. Before establshing Ewcela in 2004, Alec held s=nior privocy posiions
in fhe Government of Alberto ond Alberia’s Office of the Information and
Privacy Commissioner. in the Commissiones"s office, he led the development
of thot office’s privocy impoct assessment process. Af fhe Govermment of
Alberta, he founded the Informotion Aocoesss ond Prodeodion of Privooy
Ceriificafe Program of the Univenity of Alberdo ond led govemmend I
privacy funcions, induding the development of the oward-ssnning GAEA
Privacy Archifecture.
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